
 

 

 

The connected Factory 
 

The Internet of Things plays a central role in the next phase of the connected factory, which 

has been called the new industrial revolution. This term describes the full digitisation of 

production processes and equipment monitoring, combining the digital and the physical 

world within the factory and opening nearly endless possibilities in operational intelligence.  

An essential characteristic of the new connected factory is the capacity to monitor and control 

all tools of production and use the data collected to improve productivity, efficiency and 

quality in factory settings. This places IoT and Analytics technologies at the heart of a new 

wave of innovation that, like the steam age or the electric age, is expected to generate step-

change improvements in productivity. 

Operations optimisation and predictive maintenance will play a key role making the factory 

more efficient. Such functionalities include using sensors data and machine learning, rather 

than a human decision, to adjust the performance of machinery and decide the next 

maintenance. It also involves the use of data from production machinery to adapt workflows. 

This is done by remotely tracking, monitoring, evaluating predictions and adjusting 

equipment, based on sensor data from different parts of the plant or remotely located plants. 

Predictive maintenance involves using sensors to monitor machinery continuously to avoid 

breakdowns and determine when maintenance will be required, rather than relying on 

regularly scheduled maintenance routines. The capability to analyse and share information 

across equipment remotely located, allows the local decision makers to understand better 

what is an anomaly and predict its evolution having a much richer view to evaluate any new 

situation 
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Streaming Clustering can help not just to identify anomalies in early 

stages but characterise the entire equipment behaviour 
 

Abnormal Behaviour Detection (ABD) in the connected factory context is the problem of 

finding patterns in sensor's data that do not conform to an a priori expected behaviour. That 

difference describes the problem in which some samples are distant, in a given metric, from 

the rest of the “usual” sensor's behaviours. 

The ABD has recently attracted the attention of a good part of the machine learning 

community, because of its relevance in real-world applications, like intrusion detection, fault 

detection and system health monitoring, among many others. 

Anomalies themselves can have a positive or negative 

nature, depending on their context and 

interpretation, and that is why a single anomaly by 

itself rarely brings significant value at least it can be 

processed, compared and contextualised. However, 

in either case, it is important for decision makers 

(human or algorithm) to be able to detect them to 

take appropriate next best action.  

The connected factory is one of the primary adopters 

of the ABD technology. The importance of this 

technology is a consequence of the fact that 

anomalies in data can lead to significant actionable 

information in a wide variety of situations. The 

correct and timely detection of such types of 

abnormalities empowers the decision maker with the 

capacity to act on the system to correctly avoid, fix or 

react to the situations associated with them.  

As an example, the petroleum industry has evolved 

into a highly-supervised industry, where operational security and safety are always present. 

In modern offshore oil platforms, almost all of the installed equipment (e.g. Turbines, 

compressors and fans) include high-frequency sensors for monitoring their behaviour and 

remote-controlled actuators to act upon them to regulate the operational profile, avoid 

undesired events, predict equipment damage and prevent possible catastrophic failures.  

Online clustering combined with other supervised techniques (e.g. SVM, Multivariate Times 

Series Modelling) rapidly identify the drifts in the flow of data and contextualise the outlier 

by checking whether that particular behaviour already happened in the past to the same 

equipment or, to any other equivalent equipment. The combination of techniques allows to 

characterise the data behaviour and identify the factors that motivate the anomaly, providing 

all the information to the decision maker to take the next best action. 
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THINGBOOK.io applies Streaming 

Clustering to rapidly characterize 

equipment behaviour and detect 

deviations with expected data. 


